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INTEROPERABILITY



Duke Energy is committed to distributed intelligence and establishing a grid 

that is more simple and cost-effective to operate. We have partnered with 

other utilities, vendors, research labs and government agencies to lead the 

development and commercialization of a fi eld device interoperability solution 

designed framework, known as the Open Field Message Bus (OpenFMBTM). 

OpenFMB is a standards-based solution to reduce implementation 

complexity and integration costs and was formally adopted by two task 

forces within the Smart Grid Interoperability Panel (SGIP) and the North 

America Energy Standards Board (NAESB), along with others.



1. 100-kW PV solar system with smart 

inverter capabilities

2. 250-kW battery energy storage system 

3. 10-kW PV solar carport with EV charging 

capabilities

4. 500-kW automated resistive load-bank

5. Instrumented and automated distribution 

grid equipment, such as reclosers, smart 

meters, sensors and PMUs

6. Wireless devices, supporting Wi-Fi, 4G LTE, 

900 MHz RF and AMI Mesh

7. An envision room with appliances and smart 

breaker monitoring and control capabilities

8. An operations room with commercial 

application software to monitor and control 

the microgrid components

This project has demonstrated impressive results due to a strong partnership with 25 vendors.

The Coalition of the Willing (COW-II) Initiative
We enacted the fi rst utility-owned OpenFMB reference 

implementation, the COW-II effort, at our newly constructed 

microgrid test center in Mount Holly, N.C. The COW-II 

initiative not only demonstrates plug-and-play integration of 

innovative solutions from 25 vendors, but it has also 

showcased low-latency microgrid optimization 

use cases using a variety of wired and wireless 

communications technologies. These use cases leverage open 

Internet of Things (IoT), publish-subscribe (pub/sub) protocols 

and industry-standard data modeling structures based on 

IEC’s Common Information Model (CIM).

The results from COW-II demonstrate an alternative to 

delivering enhanced microgrid operations can be achieved 

using the OpenFMB pub/sub architecture to quickly 

federate data between grid-edge nodes in a scalable 

and resilient fashion.

Duke Energy’s COW-II Mount Holly microgrid test bed exhibits 

a diverse set of technologies that all communicate in the data 

distribution service, message queue telemetry transport or 

advanced queue message protocol open IoT pub/sub 

protocols, including the following assets:



Accuracy:

Provides accurate control and alleviates 

intermittency of distributed energy resources

Scalability:

Provides the ability to scale independently, as 

needed, without needing a systemwide rollout

Reduced Costs:

Takes cost out of the business by reducing 

integration time and effort

Security:

A distributed grid is more resilient and can be 

made more secure

Duke Energy is proud to be an innovator and participant in SGIP with the development of the 

OpenFMB standard and the results of these efforts are in operation at our Mount Holly facility.

OpenFMB – The Industry Catalyst for Interoperability

Interoperability among devices, systems and applications is important for several reasons. First, new 

industry-changing activities such as distributed energy resources (DER), microgrids and advanced 

demand response require disparate fi eld devices to work together remotely and with little delay. 

Second, it is key to the operation of a more effi cient, cost-effective and secure grid. Successful 

interoperability allows utilities to leverage existing grid network infrastructure and underutilized 

assets. Furthermore, it reduces the effort in device confi guration, management and commissioning. 

Finally, the expected and growing implementation of DER and microgrids will require distributed 

analytics and operations. By employing OpenFMB, equipment and application interoperability will 

gradually reduce the hidden costs and ineffi ciencies with siloed, single-function solutions.

What is OpenFMB?

OpenFMB is a reference architecture and framework for allowing distributed 

intelligent nodes to interact with each other. These nodes manage distributed 

resources that communicate via common semantics (e.g., CIM IEC61968/70) and 

federate data locally for control and reporting. Additionally, OpenFMB supports fi eld-

based applications that enable a scalable peer-to-peer pub/sub architecture using 

both centralized and distributed logic for harmonized system and device data.

OpenFMB reduces latency and creates distributed intelligence opportunities to manage 

local grids in the most effi cient way based on local resources and conditions. It enables 

grid devices (e.g., meters, relays, inverters, reclosers, etc.) to speak to each other. 

The NAESB standard for OpenFMB was developed through stakeholders at SGIP and led 

by utilities based on their priorities and interoperability demonstration experience. This 

collaboration is important to the utility industry for several reasons:





Mount Holly COW-II Use Cases 

The OpenFMB framework supports a variety of business cases that require a high-performing and secure 

fi eld bus to interconnect fi eld devices in peer-to-peer networks as well as existing fi eld devices to central 

control centers. The initial use cases being tested at the Mount Holly facility are focused on the operation of 

a microgrid, specifi cally microgrid optimization, unscheduled islanding transition and island-to-grid connected 

transition. The following are being deployed at Mount Holly:

Microgrid Optimization Use Case: When the microgrid operation is in either grid-connected or islanded 

mode, optimal schedules are needed to be generated and dispatched to the active distributed energy 

resources and other controllable load assets. The optimization algorithms utilize inputs from weather, 

time-of-use rates, interchange requirements and emission targets to infl uence its short-term and long-term 

forecasts of its available resources on the microgrid. These microgrid dispatch schedules can be integrated 

into the back-offi ce SCADA (supervisory control and data acquisition) systems (i.e., EMS, DMS) and 

administered by its utility operators. 

Unscheduled Islanding Transition Use Case: In order to ensure a seamless transition from grid-connected 

to islanded mode of the microgrid when the state change is unplanned, the triggering event (i.e., grid outage, 

security event, grid stability issue) must be detected by intelligence at the point of coupling (PCC) to initiate 

the island recloser (or switch) to open and start the use case. Upon the abrupt opening of the recloser at the 

PCC, the battery inverter will receive the open status message and automatically switch the battery system 

from current source mode to voltage source mode. Additionally, the microgrid optimization application and the 

back-offi ce SCADA systems will receive the PCC’s open status and battery’s voltage source mode notifi cations 

to update their models and confi rm the successful unscheduled island transition operation.

Island-to-Grid Connected Transition Use Case: This scenario deals with successfully resynchronizing 

and safely reconnecting the operating microgrid island back to the main power grid without a black start 

condition. Distributed intelligence within the battery energy storage system must choreograph its dispatching 

resources on the microgrid to balance the voltage, frequency and phase-angle performance of the main power 

system. Upon power being restored to the main grid and permission granted from the back-offi ce SCADA 

systems and/or utility operator, the island recloser (or switch) will initiate the synch-check activity, which will 

only close and reconnect the PCC to the main grid when suffi cient conditions are met. Following successful 

reconnection, the battery inverter is returned to current source mode, the back-offi ce SCADA systems receive 

the status updates, and the microgrid optimization application is reinitiated with its changed state.  



Lessons Learned

Installation and operation of the microgrid using the OpenFMB reference framework is providing 

Duke Energy with valuable data and insights to further develop the economic and 

operational value of distributed intelligence in distribution grid operations.

• Some existing technologies and applications that were incorporated into the project did not 

initially produce the information needed to run distributed applications. They were originally 

designed to be run from a central source/application.

• Distributed activities need to be choreographed, especially with equipment and applications 

running at the millisecond level. Specifi cally, due to communications and application latencies, 

equipment did not initially operate in the proper sequence.

• Time accuracy and synchronization become paramount when running microgrid operations. A 

major challenge we had to overcome was ensuring the key equipment and applications ran off 

the same timestamps. This was particularly challenging for operations requiring multiple pieces 

of equipment requiring millisecond response times.

• Accuracy of sensing equipment becomes more important at the distribution level with microgrid 

operations; phasor measurement units (PMUs) are used to collect granular information not typically 

available in common distribution grid devices, such as phase-angle and frequency measurements.

• Many issues discovered during the Mount Holly microgrid solution installation and testing 

were hardware-related, specifi cally challenges with using them for microgrid and 

distributed grid operations. In many instances, these issues were discovered through the use

of OpenFMB-enabled applications.

• The diversity of skill sets and experiences from the COW-II partners provided multiple learning 

opportunities and insights, which helped us refi ne our solution and information that ultimately 

ended up in the OpenFMB reference framework.



Coalition of the Willing Partners

Thank you to all of our partners who are helping to make advances in interoperability. For more information 

on the Coalition, please visit duke-energy.com/coalition.
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